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NAVSUBSCOL | NSTRUCTI ON 2201. 1B

Subj : PROCEDURES FOR | NTERNAL DI STRI BUTI ON AND CONTRCL OF
COVMUNI CATI ONS SECURI TY MATERI AL SYSTEM ( CVB)
PUBLI CATI ONS AND DEVI CES

Ref : (a) CVs-1A

Encl: (1) Cass CVMs User Acknow edgenment form (A
(2) Watch-to-watch I nventory Sheet

1. Purpose. To pronulgate instructions for CVS user
per sonnel concerning handling, accountability, destruction,
and di sposition of COVMSEC within the comrand.

2. Cancellation. NAVSUBSCOLI NST 2201.1A. This instruction
has been revised extensively and should be read in its
entirety.

3. Background. The CMS provides for security of certain
highly sensitive classified material and rel ated
publ i cations, nost of which require positive control and
accountability throughout the useful lifetinme of the
material. Each conmand with a CMS account is required to
designate a CM5 Custodi an and Alternate Custodians who w ||
be responsible for proper adm nistration of the command' s
account. Reference (a) contains detailed instructions for

i ssui ng, accounting, handling, safeguarding and destroying or
ot herwi se disposing of CM5 nmaterials. These procedures are
promul gated for internal distribution and control of CM5 in
conpliance with reference (a).

4. Responsibilities

a. Commanding Oficer. In accordance with reference
(a), the Commanding Oficer is ultimately responsible for
properly adm ni stering the conmand' s CVM5S account and ensuring
conpliance with established policy and procedures.

b. CM Custodian. An individual designated in witing
by the Commanding O ficer to nanage the naterial issued to
the CVM5 account. He/She is the Commanding Oficer's primary
advi sor on matters concerning security and handling of COVSEC
mat eri al and associ ated records and reports.
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c. Aternate Custodian(s). The CVs Alternate
Custodi an(s) is/are designated in witing by the Commandi ng
Oficer to assist the CVMs Custodian in the perfornmance of
hi s/ her duties and assune the duties of the CM5 Custodian in
hi s/ her absence. Alternate Custodi an(s) share equally with
the CM5 Custodian for responsibility of proper managenent and
adm ni stration of the CV5 account.

d. OCMS User. An individual designated in witing by the
Commandi ng O ficer who, regardless of whether or not they
have signed personally for COVSEC material, requires COVSEC
material to acconplish an assigned duty and has obtai ned the
material froma Custodian or another User on | ocal custody.
CVB Users nust conply with procedures for handling and
accountability of CVMS placed in their charge.

5. Procedures

a. Access. Access to classified CMS nust be restricted
to properly cleared individuals whose official duties require
access to COVSEC material. The fact that an individual has a
security clearance and/or holds a certain rank or position
does not, in itself, entitle an individual access to COVSEC
material. Access to classified as well as unclassified
COVMSEC material requires a valid need-to-know. All personne
havi ng access to COVSEC keying material nust be authorized in
witing by the Commanding O ficer. An individual letter or
an access list may be used for authorization.

(1) If an individual letter is used, the letter
remains in effect until the status for the individual
changes.

(2) If an access list is used, it must be updated
whenever the status of an individual changes, or at |east
annual | y.

b. Student Requiring Access. Students currently
attached to Naval Submarine School who require access to
COVSEC material nust review reference (a) and NAVSUBSCCLI NST
2201.1 (series), then sign enclosure (1) of this instruction
acknow edgi ng responsi bility for proper handling and
saf eguardi ng of COVBEC materi al .




(1) Enclosure (1) shall be kept in the class fol der
until class graduation. Once the class has graduated the
enclosure will be forwarded to the CM5 Custodi an and ret ai ned
for 90 days.

c. Two-Person Integrity (TPl) Requirenents. TPl is a
system of handling and storing designed to prevent single-
person access to certain COVSEC material .

(1) TPI handling requires that at |east two persons,
aut hori zed access to COVSEC keying material, be in constant
vi ew of each other and the COVSEC naterial requiring TPI
whenever that material is accessed and handl ed. Each
i ndi vi dual nust be capabl e of detecting incorrect or
unaut hori zed security procedures with respect to the task
bei ng perforned.

(2) TPI storage requires the use of two approved
conbi nation | ocks (each with a different conbination) with no
one person authorized access to both conbinations.

d. COVSEC Material requiring TPI. TPl nust be applied
to the following COMEC material fromtime of receipt through
i ssue to destruction.

(1) ALL TOP SECRET paper keying material marked
or desi gnated CRYPTO.

(2) Fill Devices (FDs) containing unencrypted TOP
SECRET key.

(3) Equiprment containing TOP SECRET key that allows
for key extraction.

e. COVSEC naterial conpletely exenpt fromTPI. TPl is
not required for COVSEC keying material marked SECRET
CONFI DENTI AL, or UNCLASSI FI ED, regardl ess of CRYPTO nmarki ngs.

f. Access to and protection of safe conbinations. Each
| ock must have a conbi nati on conposed of randonmly sel ected
nunbers based on constraints of the manufacturer. The
conbi nati on nust not deliberately duplicate a conbination
selected for another lock within the command and nust not be
conposed of successive nunbers, nunbers in a systematic
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sequence, or predictable sequences (e.g., birthdates, social
security nunbers, and phone nunbers).

(1) Custodian conbinations shall be known only to
the Custodian and Alternate Custodians. No one person will
be al |l owed access to, or know edge of both conbinations to
any one TPl container.

(2) Safe conbination envel opes for the CV5 spaces
and safes will be maintained by the Physical Security
Department and access controlled by the Physical Security
Departnent or the Oficer O the Day for energency access.

g. Storage. Storage spaces for COVSEC naterial shal
provi de the best possible protection agai nst unauthorized
personnel access and material damage or deterioration. They
shal |l be secured when not under direct supervision of
appropriately cleared and aut hori zed personnel. Storage
containers for COVMSEC material outside the CM5 vault shall be
approved by the CV5 Custodian in accordance with requirenents
outlined in reference (a).

h. Required CMS User files. Each CMsS User account will
establish and maintain a CMs User file. The CM5 User file
will contain a mninmmof the foll ow ng:

(1) Al effective, signed |ocal custody docunents
(i.e., SF 153 or locally prepared equivalent form reflecting
the i ssue of COVBEC material charged to the User.

(2) Effective watch-to-watch inventory.

(3) A copy of the effective NAVSUBSCOLI NST 2201.1
(series).

(4) A copy of the effective NAVSUBSCOLNOTE 2200.

(5) A copy of the signed CM5 User acknow edgnent
formfor all nenbers of the |ocal User account.

i. Destruction. Effective and superseded keying
material is extrenely sensitive, and if conprom sed,
potentially exposes to conpronise all of the information
encypted by it. For this reason, keying material (other than
defective or faulty key) nust be destroyed as soon as
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possi ble after it has been superseded or has otherw se served
its intended purpose. Due to the COVSEC material hol dings
charged to Naval Submarine School, destruction of COVSEC

mat eri al other than training/ mintenance keying materi al
(i.e. operational keying material, equipnent, maintenance
manual s, operating instructions, and general doctrinal
publications) will be perfornmed by the CVS Custodi an or
Alternate. Destruction of regularly or irregularly

super seded traini ng/ mai nt enance keying material segnents wl |
be performed by the CMS Custodian, Alternate, or User when it
beconmes physically unserviceable. If the entire edition of

t he traini ng/ mai ntenance materi al has been superseded return
the effected material and all destruction reports for the
material to the CMS Custodi an for conpl ete destruction.

(1) Destruction Personnel. COVSEC material that is
aut hori zed for destruction nust always be destroyed by two
cl eared and aut hori zed personnel in accordance with the
fol | ow ng:

(a) Unissued (i.e., retained in the vault or
safe of the Custodian) superseded COMSEC material nust be
destroyed by custodi an personnel, or by the Custodian or
Alternate and a properly cleared wtness.

(b) Issued (i.e., to a LH User for use)
super seded COVBEC mat eri al nust be destroyed by any two
properly cleared and aut horized personnel.

(2) Routine Destruction of Keying Materi al
Destruction will be conpleted inmediately after use when nore
t han one copy of key setting is available, or as soon as the
end of the crypto period and always within 12 hours after the
end of the crypto period. Exceptions to the 12-hour
destruction standard will be in accordance with reference
(a), Article 450.

J. lnventories. COVSEC publications and keyi ng
materials will be stored in their assigned COVSEC nateri al
safe when not in use. Al COVSEC naterial held by a CVM5 User
shall be inventoried each day the safe is opened, or area is
manned, using the foll ow ng guidelines:

(1) Al material issued by the CM5 Custodi an shal
be listed and accounted for using enclosure (2). The person
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conducting the inventory and page check(s) shall sign the
inventory form New material received by the users shall be
added to the inventory listing. New material shall indicate
the date material was received. Material destroyed or
returned to the CM5 Custodian shall be lined out fromthe
date the material was destroyed or returned. Deletions shal
be initialed and the date and disposition of the nmaterial
noted on the |isting.

(2) Accountability and custody shall be established
by the following criteria:

(a) COVSEC material will be |isted by short
title, edition, register nunber, accounting nunber and
quantity.

(b) Al COVSEC equi prent, including Controlled
Cryptographic Item (CCl) equi pnment, shall be listed by short
title and quantity.

(3) Any discrepancies identified will be reported
i mediately to the CVM5 Cust odi an.

(4) Superseded inventory listings shall be turned in
to the CVM5 Custodian, who will retain themfor 30 days.

k. Page checks. Page checks shall be conducted on

initial issue and on all itens indicated by an asterisk on
the inventory sheet. Page checks will be conducted on al
unseal ed keying material. Unseal ed keying material includes:

each key tape segnent unintentionally renoved, segnents that
cannot be destroyed imedi ately after use, and |ast copy of

mul ti pl e-copy keys. Destruction reports will be utilized to
establish continuity and conpl ete accountability of code
books or key tape canister segnents. Page checks will be

conducted on KAMs and KAGs used by students upon issue and
prior to graduation of the class.

| .  Amendnents. Anendnents or corrections to CVB issued
for entry will include a copy of Figure 7-4 fromthe CV5 1A
as a guide. The first person will enter the anmendnent in
accordance with reference (a) as soon as possible after
receipt. A second person will verify proper anendnent entry.

m Danaged, Worn or Miutilated Publications. Danmaged,
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worn or nutilated publications will be returned to the CMS
Cust odi an for replacenent. The Custodian will handle this
material in accordance with reference (a).

n. Reproduction. Extracts and/or copies of COVSEC
material will not be made unless properly authorized in
accordance with reference (a). Wen authorized, extracts

and/ or copies will be made only with the consent and control
of the CM5 Cust odi an.

o. COVSEC Material Incidents. Any actual or suspected
| oss or conprom se of COVSEC material shall be reported
imediately to the CM5 Custodian. The CVMS Custodi an shal
then notify the Commanding Oficer and take the actions
required by reference (a).

p. Renoval of COVSBEC material. Under no circunstances
will COVBEC nmaterial be renpved fromthe command by anyone
ot her than the CV5 Custodian or Alternate, and then only with
t he Commanding O ficer's perm ssion.

g. Returning COVSEC material. CMS Users shall keep the
CMS Custodian inforned of their inpending TAD, |eave, or PCS
transfer and will return all CVS material prior to their
departure.

r. Energency Action Plan. The CMS Custodi an shal
ensure that a detail ed Enmergency Action Plan for all COVSEC
material is prepared and updated periodically. Al CMS Users
wi Il thoroughly famliarize thenselves with the provisions
set forth in the Emergency Action Plan.

6. Action. The CM5 Custodian shall ensure that CVS materi al
adm ni strative personnel understand their CVS
responsibilities and that they are sufficiently trained to
carry out their duties. 1In executing this responsibility,

t he CM5 Cust odi an shal |

a. Monitor the overall internal security, accountability
control and destruction of COVSEC naterial, and provide oral
and witten gui dance.

b. On a periodic basis, review all responsible user
inventories to ensure they are prepared and executed
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properly. Initial the inventory to docunent this review

c. Ensure that a detailed and updated Emergency Action
Plan is read at |east annually, and exercised by all
personnel at each station where COVSEC material stored or
handl ed at | east sem -annually.

d. Monitor the proper inventory of COVSEC material held
by Users.

e. Mintain a record of all CV5 related training held,
both formal and informal.

K. B. LEAHY

DI STRI BUTI ON:
CD- ROM
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NAVSUBSCOL CMS LOCAL | NVENTORY ACCOUNT 179105 MONTH PAGE OF

PUB/ EQUI PMENT qQry ED AL SERI AL 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15

MATERI AL LOCATED | N:

CMS LOCAL USER #:

BLDG ROOM

SAFE #:

| CERTIFY THAT | HAVE PERSONALLY SI GHTED AND | NVENTCRI ED EACH OF THE ABOVE LI STED MATERI ALS AND PAGE CHECKED THOSE
| NDI CATED BY AN ASTERI SK (*). BY MY SIGNATURE | ACKNOALEDGE RESPONSI BI LI TY FOR MAI NTAI NI NG SECURI TY OF ALL THE

Encl osure (1)
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MATERI AL LI STED. | WLL REPORT ANY DI SCREPANCI ES TO PROPER AUTHORI TY THROUGH MY CHAI N OF COMIVAND.

NAVSUBSCOL CMS LOCAL | NVENTORY ACCOUNT 179105 MONTH PAGE OF

PUB/ EQUI PMENT qQry ED AL SERI AL 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

MATERI AL LOCATED | N:

CMS LOCAL USER #:

BLDG ROOM

SAFE #:
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| CERTIFY THAT | HAVE PERSONALLY SI GHTED AND | NVENTORI ED EACH OF THE ABOVE LI STED MATERI ALS AND PAGE CHECKED THOSE
| NDI CATED BY AN ASTERI SK (*). BY MY SI GNATURE | ACKNOALEDGE RESPONSI BI LI TY FOR MAI NTAI NI NG SECURI TY OF ALL THE
MATERI AL LI STED. | WLL REPORT ANY DI SCREPANCI ES TO PRCPER AUTHORI TY THROUGH MY CHAI N OF COMIVAND.

2

Encl osure (1)
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CV5 RESPONSI Bl LI TY ACKNOW.EDGVENT FORM

Cl ass Nunber

From
To: Naval Subnarine School CMS Cust odi an

Subj : CM5 RESPONSI Bl LI TY ACKNOALEDGVENT

Ref: (a) CM5 1A
(b) NAVSUBSCOLI NST 2201.1

1. | hereby acknow edge that | have read and understand references (a) and

(b).

2. | assunme full responsibility for the proper handling, storage,
i nventoryi ng, accounting, and disposition of the COMSEC naterial held in ny
custody and/or used by ne.

3. | have been provided a copy of references (a) and (b) for review If at
any tine | amin doubt as to the proper handling of COMSEC material that | am
responsi ble for, I will imrediately contact the CMS Custodi an and request

advi se.

4. Before extended departure formthe command, (i.e., pernanent transfer, or
| eave/ TAD) TDY in excess of 30 days) | will report to the CMS Custodi an and be
relieved of responsibility for all COVSEC material that | have signed for

Cour se Number Cl ass Nunber

Name (print) Si gnature Dat e

Encl osure (2)
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